Vision Enterprise

Automated Credit Card Processing

Daily Procedures



This document will explain the daily flow of the automated credit card processing.  Prior to the execution of the first End of Day running with automated credit card logic, file maintenance must be performed.  See the document titled “File Maintenance Procedures”.

End of Day will select all INVOICE records created that day with credit card information.  The corresponding RELEASE records will be processed and CREDIT_AUTH records will be created with a status of ‘PA’ for pending authorization.  In addition to the creation of the CREDIT_AUTH records, the ‘Pending Authorizations’, ‘Pending Authorization Errors Detail’, and the ‘Pre-Authorization Errors Summary’ reports will be produced.  See Appendix A for a listing of possible error messages and Appendix B for samples of the reports.

After end of day has completed, the user should go to Menu-4, option 5, which will take him/her to the ‘Post Invoicing Automated Credit Card Processing Menu”.  The authorization and settlement of the credit card transactions will be menu-driven from this point and must be executed by the user.  The menu is displayed below and each menu selection will be discussed separately.

PINV.CREDIT.CARD.PROCESS

                 Automated Credit Card Processing

                 ------------------------------------------

                  1. Process Authorization Records

                  2. Vision Pre-Settlement Report

              Run Settlement on PBADMIN Before Continuing With Step 3!

                  3. Vision Settlement Report and A/R Updates

                  4. Release / Credit Card Maintenance

                  5. Resend Rejected Authorization Requests

6. Reprint Rejected Authorizations Report

               Which Program [Cr to return to Menu-4]

1. Process Authorization Records

This option will select the CREDIT_AUTH records with a status of ‘PA’ or ‘RA’, and create an individual request record.  The request record is transmitted to Protobase and a response record is returned and processed.  The request and response records are stored in the PROTOAUTH.IN and PROTOAUTH.OUT files and will be retained for one month.  These files will serve as an audit trail of what was submitted for approval and the status of that submission.  The CREDIT_AUTH record is updated with the status of the approval request (‘A’ – authorized, ‘R’ – rejected, ‘E’ – error).  It is possible to receive an error during transmission that prevents the request from being authorized or rejected.  An example of this would be ‘Modem Error’.  In this case, that status of the CREDIT_AUTH is not updated, and an error record is produced.  The item will still appear on the ‘Pending Authorization’ report, and will also appear on the ‘Authorization Errors’ report.  

The ‘Rejected Authorizations Detail’, ‘Rejected Authorizations Summary’, ‘Approved Authorizations’, ‘Authorization Errors Detail’, and the ‘Authorization Errors Summary’, reports will be produced once all of the authorization requests have been processed.  See Appendix A for a listing of possible error messages and Appendix B for samples of the reports.  All records with a status of ‘A’ will be changed to a status of ‘PS’ for pending settlement.

This step may be run multiple times before the final Pre-Settlement Report has been run.  Once the user has designated the Pre-Settlement Report as the final version, this option cannot be run again until settlement has been completed.

2. Vision Pre-Settlement Report

This option will select the CREDIT_AUTH records with a status of ‘PS’ and produce the ‘Pending Settlements’ report. 

The user will be prompted with,” Is this the final version of the Pre-Settlement Report?:" 

Responding ‘Y’ prevents any other authorization requests from being sent until the settlement process has been completed.  This refers to options 1 and 5 from the Credit Card Menu.  Responding ‘N’ allows options 1 or 5 to be run again to add additional items to the authorization batch in PBADMIN.  The first time the report is run, the user should answer “N”.   Since the report has not been previously balanced with PBADMIN, there is no way to know that the first report produced will be the final report produced.
At this point, the user should log onto PBADMIN to run the settlement process.  The initial Pre-Settlement report should be compared with the ‘Protobase Administrator Terminal Report’, which can be produced from PBADMIN.  A separate document will be provided to explain settlement procedures using PBADMIN.  A sample of the Pre-Settlement report is included in Appendix B.

3. Vision Settlement Report and A/R Updates

This option MUST be run only after a final Pre-Settlement Report has been run and balanced  to the ‘Protobase Administrator Terminal Report’.  This option will check that the user has answered “Y” to the final report prompt in option 2.  The user will then be asked if a successful settlement has been run on PBADMIN.  Indicating that a successful settlement has been run on PBADMIN will then require the user to enter the settlement amount from the PBADMIN settlement report.  The inputted settlement amount will be compared to the settlement amount that appeared on the final Vision Pre-Settlement Report.  Settlement and A/R updates will only continue if the two settlement amounts agree, otherwise an error message will be displayed and the settlement process will not continue.  If settlement continues, the CREDIT_AUTH records are updated with the status of ‘S’ for settled and  the ‘Settled Credit Card’ report is created.  A sample of this report is included in Appendix B.

The A/R updates will now automatically occur.  The original AR record created for the invoice will have a posting of ‘REA’.  If a discount was applied to this invoice, then the discount amount will appear as a write-off.  An additional AR record will be created with postings of ‘O/A’ and ‘REA’.  These postings will be for the amount actually settled.  If a discount existed on the release, then the posting amount will be reduced by the discount amount because the discount was applied before the authorization request was made.  The Customer AR Inquiry will show the 4 postings that were made for the credit card transaction and the open balance will be zero, if the invoice was paid in full by the credit card.  

The status of the CREDIT_AUTH record is now updated to ‘SA’ for settlement applied.
4.  Release / Credit Card Maintenance

This option allows maintenance to authorization records with a status code of ‘PA’ – Pending Authorization, ‘RA’ – Pending Re-Authorization, ‘E’ – Error Condition, ‘R’ – Rejected, or Null – Pre-Authorization error.  This option is explained in a separate document labeled ‘Release / Credit Card Maintenance’.  

5.  Resend Rejected Authorization Requests
This option allows you to resubmit individual releases for authorization.  The user is prompted to input release numbers, but is prohibited from entering ‘ALL’.  The status of the corresponding CREDIT_AUTH record must be ‘PA’,’RA’,‘R’ or ‘E’ for the resubmission.  This option is chosen in situations such as a modem error, updated credit card information, or just checking if the customer’s available balance will now allow the transaction to be authorized.  This option will produce all of the same reports that are produced in option 1.

6.  Reprint Rejected Authorizations Report
This option allows you to reprint the Rejected Errors Report for all rejected records, or for a specified date range.  The Rejected Errors Report produced out of options 1 and 5 only includes the current day’s rejected authorization records.  This option will produce both the summary and detail versions of the report.
Appendix A – Error Conditions

1. End of Day Pre-Authorization Errors
a. "Credit card ‘VISA’ does not exist in CREDIT_CARD file.  Must add."  The credit card must be added in Credit Card Maintenance before this release can go through automated credit card processing. 

b. "Credit card amount exceeds '99,999.99'.  Cannot submit for approval."  This invoice would have to be voided and Invoice Rebill performed, splitting the original release into two separate releases with order totals less than $99,999.99 each.

c. "Credit card 'VISA' failed range check.  Must process manually."  Check the credit card in CREDIT.CARD-MAINT and verify that your ranges are up to date. If the ranges are correct, then the release must be updated with a valid credit card and resubmitted for authorization.

d.  "Credit card  'VISA' failed length check.  Must process manually."  Check the credit card in CREDIT.CARD-MAINT and verify that your lengths are up to date. If the lengths are correct, then the release must be updated with a valid credit card and resubmitted for authorization.

e. "Credit card 'DISCOVER' not supported by processing network.   Must process manually."  The credit card must be supported by your processing center.  All other credit card types must be processed manually.

f.  "Level 3 Release presented when only processing Level 2.  Must process manually."  A level 3 release was selected when the processing level in Dealer Default Settings is set to process only level 2 records.

g.  "Level 2 Release presented when only processing Level 3.  Must process manually."  A level 2 release was selected when the processing level in Dealer Default Settings is set to process only level 3 records.
As a result of the above errors, no CREDIT_AUTH records will be created and the releases will go no further in the credit card process.  

2.  Authorization Errors
a. "Non-Level III card presented for Level III customer.  Must Process Manually."  Any customer flagged as level 3 in Customer Master Maintenance must provide a level 3 credit card.  Currently the only valid level 3 credit cards are Visa and MasterCard.

b. "Level II terminal ID missing from PARAMETER.SYTSEM '001' record."  Parameter System maintenance must be performed, entering the Level 2 Terminal ID.
c. "Level III terminal ID missing from PARAMETER.SYTSEM '001' record."  Parameter System maintenance must be performed, entering the Level 2 Terminal ID.
d. "Product not on file."  An invalid product appears on the release for a Level 3 customer.
e. "Cannot not have positive and negative amounts on Level III transactions."  This error will appear for Level 3 customers only.  Level 3 detail records will not balance when a record has both positive and negative line items.  These must appear on separate releases.
f. "Cannot have a partial payment for Level III customer. Must process manually."  In order for Level 3 detail to balance, the credit card amount must equal the order total.  No partial payments are allowed for Level 3 customers.
NOTE:  Transactions will never be downgraded to Level 2 for a Level 3 customer.  The record will be rejected with one of the above error messages instead.

3.  Fatal Errors – These errors will stop all authorization processing.
a. "Could not read 'VISION' record from PARAMETER_SYSTEM"

b. "Protobase gateway socket open error "

c. "Protobase gateway socket was not opened "

d. "Protobase gateway peer socket was not opened "

e. "Protobase socket write error "

f. "Error reading response from Protobase gateway: "

If a fatal error occurs, you will get a screen print of the error and it will appear on the ‘Authorization Errors’ report.  At this point, you should contact TSH for assistance.  

Appendix B – Report Samples
Pre –Authorization Reports:
 Pending Authorizations Report

13:23:05 03-23-05 P E N D I N G  A U T H O R I Z A T I O N S  Page:   1

CRED RELEASE NUM STAT AUTH DESC................ EXT_CUST INV#.. CC.EXT AUTH AMT

MC   01AA7991777 PA   PENDING AUTHORIZATION     N00211   IN3979   6855    51.35

MC   01AA9173001 PA   PENDING AUTHORIZATION     CUST1    IN4949   8248    30.81

MC   01AA9173002 PA   PENDING AUTHORIZATION     CUST1    IN4950   8248     9.24

MC   01AA9177001 PA   PENDING AUTHORIZATION     CUST1    IN5291   8248    15.41

MC   01AA9177002 PA   PENDING AUTHORIZATION     CUST1    IN5292   8248    46.22

****                                                                   --------

MC                                                                       153.03

VI   01AA3960001 PA   PENDING AUTHORIZATION     W123456  IN4421   1111    47.05

VI   01AA6458001 PA   PENDING AUTHORIZATION     LYNN768  IN2904   1111     5.25

VI   01AA8478001 PA   PENDING AUTHORIZATION     LAURA    IN4193   1111   189.00

VI   01AA8902001 PA   PENDING AUTHORIZATION     500000   IN4929   1111    24.20

VI   01AA8903001 PA   PENDING AUTHORIZATION     500000   IN4679   1111    40.55

VI   01AA9081001 PA   PENDING AUTHORIZATION     LEIN1    IN4926   1111    44.25

VI   01AA9082001 PA   PENDING AUTHORIZATION     LAURA    IN4815   1111    18.90

VI   01AA9092001 PA   PENDING AUTHORIZATION     W123456  IN4821   1111     9.88

VI   01AA9094001 PA   PENDING AUTHORIZATION     W123456  IN4823   1111     9.88

VI   01AA9175002 PA   PENDING AUTHORIZATION     1000     IN4952   1111    19.26

VI   01AA9186001 PA   PENDING AUTHORIZATION     1000     IN5293   1111    38.52

VI   01AA9186002 PA   PENDING AUTHORIZATION     1000     IN5294   1111    19.26

VI   01AA9200001 PA   PENDING AUTHORIZATION     CRING    IN5318   1111     0.68

VI   01AA9269001 PA   PENDING AUTHORIZATION     0612     IN5331   1111    25.06

****                                                                   --------

VI                                                                       491.74

                                                                       ========

TOTAL                                                                    644.77

19 records listed

Appendix B – Report Samples
Pre –Authorization Reports:
Pre-Authorization Errors Summary Report

13:28:23 03-23-05   P R E - A U T H O R I Z A T I O N  E R R O R S            Page:   1

Invoice Key MAIN.ID...... ERR.MSG.................................................................... ERR.DATE

INV01IN0308 01AA2375001   Credit card 'DISC' not supported by processing network.  Must process manua 03/23/05

                          lly.

INV01IN0312 01AA2384001   Credit card 'DISC' not supported by processing network.  Must process manua 03/23/05

                          lly.

INV01IN0313 01AA2385001   Credit card 'DISC' not supported by processing network.  Must process manua 03/23/05

                          lly.

INV01IN0314 01AA2386001   Credit card 'DISC' not supported by processing network.  Must process manua 03/23/05

                          lly.

INV01IN0315 01AA2387001   Credit card 'DISC' not supported by processing network.  Must process manua 03/23/05

                          lly.

INV01IN0945 01AA3703001   Credit card 'AMEX' not supported by processing network.  Must process manua 03/23/05

                          lly.

INV01IN3028 01AA6441001   Credit card 'AMEX' not supported by processing network.  Must process manua 03/23/05

                          lly.

INV01IN3403 01AA6485001   Credit card 'AMEX' not supported by processing network.  Must process manua 03/23/05

                          lly.

INV01IN4954 01AA9185001   Credit card 'AMEX' not supported by processing network.  Must process manua 03/23/05

                          lly.

INV01IN4955 01AA9187001   Credit card 'AMEX' not supported by processing network.  Must process manua 03/23/05

                          lly.

10 records listed

Appendix B – Report Samples
Pre –Authorization Reports: Pre-Authorization Errors Detail Report

03/23/05   13:28:24          PRE-AUTHORIZATION ERROR DETAIL REPORT                     PAGE    1

 COMPANY: 01    THE SYSTEMS HOUSE

                     EXT

INVOICE.... CARD    CUST CUSTOMER NAME.. INV_DATE CREDIT_CARD_NO...... EXPIR     CARD.AMT   TAX.AMT REF.NUM............. ZIP.CODE..

INV01IN3028 AMEX  006584 LYNN'S OFFICE S 11/08/04 371316222892007      12/07        15.00      0.00                      60523

INV01IN4955 AMEX   LAURA LAURA SWANSON   03/16/05 373187265802003      10/06       189.00      9.00                      60004

INV01IN0945 AMEX    SARA SARA'S CLOSET   01/08/04 373187265802003      04/06         6.03      2.67                      60620

INV01IN3403 AMEX    SARA SARA'S CLOSET   12/09/04 373187265802003      04/06        14.42      1.07                      60620

INV01IN4954 AMEX    SARA SARA'S CLOSET   03/16/05 373187265802003      04/06       194.40     14.40                      60620

            ****                                                             ------------ ---------

            AMEX                                                                   418.85     27.14

INV01IN0308 DISC   CUST1 THOMLEY ACCOUNT 03/25/03 6011007490037677     04/03                   9.60                      36360

INV01IN0312 DISC NEWCUST MAUREEN'S TEMPL 03/25/03 6011007490037677     06/03                  16.32                      60067

INV01IN0313 DISC NEWCUST MAUREEN'S TEMPL 03/25/03 6011007490037677     06/03                  16.32                      60067

INV01IN0314 DISC NEWCUST MAUREEN'S TEMPL 03/25/03 6011007490037677     06/03                  16.32                      60067

INV01IN0315 DISC NEWCUST MAUREEN'S TEMPL 03/25/03 6011007490037677     06/03                  16.32                      60067

            ****                                                             ------------ ---------

            DISC                                                                     0.00     74.88

                                                                             ------------ ---------

                                                                                   418.85      0.00

                                                                             ============ =========

TOTAL    
                                                                    418.85      0.00

Appendix B – Report Samples
Authorization Reports:
Approved Authorizations Report
12:12:26 03-24-05 A P P R O V E D  A U T H O R I Z A T I O N S  Page:   1                                                           

RELEASE NUM STAT AUTH DESC................ EXT_CUST REF.NUM. CC.EXT AUTH AMT                                                        

01AA3960001 A    APPROVED                  W123456  00001020   1111    47.05                                                        

01AA6458001 A    APPROVED                  LYNN768  00001127   1111     5.25                                                        

01AA8478001 A    APPROVED                  LAURA    00001111   1111   189.00                                                        

01AA9081001 A    APPROVED                  LEIN1    00001095   1111    44.25                                                        

01AA9082001 A    APPROVED                  LAURA    00001096   1111    18.90                                                        

01AA9092001 A    APPROVED                  W123456  00001097   1111     9.88                                                        

01AA9094001 A    APPROVED                  W123456  00001098   1111     9.88                                                        

01AA9173001 A    APPROVED                  CUST1    00001099   8248    30.81                                                        

01AA9282001 A    APPROVED                  N00211   00001191   6855    33.00                                                        

                                                                    ========                                                        

TOTAL                                                                 388.02                                                        

9 records listed        
Appendix B – Report Samples
Authorization Reports:
Rejected Authorizations Summary Report
14:10:38 03-23-05   R E J E C T E D   A U T H O R I Z A T I O N S    Page:   1

INVOICE KEY RELEASE NUM STAT AUTH DESC................ AUTH DAT EXT_CUST REF.NUM. CC.EXT AUTH AMT CRED

INV01IN5336 01AA9276001 R    RE ENTER                  03/23/05 LAURA    00001131   6855   154.04 MC

                                                                                         -------- ****

                                                                                           154.04 MC

INV01IN5334 01AA9277001 R    RE ENTER                  03/23/05 CRING    00001132   1111   395.33 VI

INV01IN5335 01AA9275001 R    RE ENTER                  03/23/05 0612     00001130   1111   100.78 VI

                                                                                         -------- ****

                                                                                           496.11 VI

                                                                                         ========

TOTAL                                                                                      650.15

3 records listed
Authorization Reports:
Rejected Authorizations Detail Report
03/23/05   14:10:38          REJECTED AUTHORIZATION DETAIL REPORT                     PAGE    1

 COMPANY: 01    THE SYSTEMS HOUSE

                     EXT

INVOICE.... CARD    CUST CUSTOMER NAME.. INV_DATE CREDIT_CARD_NO...... EXPIR     CARD.AMT   TAX.AMT REF.NUM............. ZIP.CODE..

INV01IN5336 MC     LAURA LAURA SWANSON   03/24/05 5568770001036855     10/06       154.04      7.34                      60004

            ****                                                             ------------ ---------

            MC                                                                     154.04      7.34

INV01IN5335 VISA    0612 Lisa's Test Cus 03/24/05 4111111111111111     12/06       100.78      3.93                      60002

INV01IN5334 VISA   CRING Cindy's test cu 03/24/05 4111111111111111     10/06       395.33      6.20                      60416

            ****                                                             ------------ ---------

            VISA                                                                   496.11     10.13

                                                                             ------------ ---------

                                                                                   650.15      0.00

                                                                             ============ =========

TOTAL                                                                              650.15      0.00
Appendix B – Report Samples
Authorization Reports:
Authorizations Errors Summary Report
12:26:13 03-24-05                        A U T H O R I Z A T I O N  E R R O R S                                      Page: 'PL                                                   

Invoice Key MAIN.ID...... EX.PROD.NO..... ERR.MSG.................................................................... ERR.DATE      

C/M01IN4263 01AA8673001                   INVALID EXPIRATION DATE FIELD # 0004                                        03/18/05      

C/M01IN4264 01AA8674001                   Cannot have a partial payment for Level III customer.  Must process manual  03/18/05  

            ly.    

C/M01IN4267 01AA8677001                   INVALID TRANSACTION CODE                                                    03/18/05      

INV01IN3817 01AA7699001                   INVALID TRANSACTION CODE                                                    03/21/05      

INV01IN4370 01AA4154001                   Level 3 Release presented when only processing Level 2.  Must process manua 03/18/05      

                                          lly.                                                                                      

5 records listed                                                                                                                    

Authorization Reports:
Authorizations Errors Detail Report

03/24/05   12:26:14          AUTHORIZATION ERROR DETAIL REPORT                     PAGE    1                                       

 COMPANY: 01    THE SYSTEMS HOUSE                                                                                                   

                     EXT                                                                                                            

INVOICE.... CARD    CUST CUSTOMER NAME.. INV_DATE CREDIT_CARD_NO...... EXPIR     CARD.AMT   TAX.AMT REF.NUM............. ZIP.CODE.. 

C/M01IN4263 VISA   CINDY Cindy's test cu 02/17/05 4111111111111111     05/08        -0.75      0.00                      60120      

C/M01IN4264 VISA   CINDY Cindy's test cu 02/17/05 4111111111111111     05/08        -0.75      0.00                      60120      

C/M01IN4267 VISA   CINDY Cindy's test cu 02/17/05 4111111111111111     05/08        -1.50      0.00                      60120      

INV01IN3817 VISA   CINDY Cindy's test cu 01/12/05 4111111111111111     05/08        15.00      0.00                      60120      

INV01IN4370 VISA   CINDY Cindy's test cu 02/23/05 4111111111111111     05/08        31.50      1.50                      60120      

            ****                                                             ------------ ---------                                 

            VISA                                                                    43.50      1.50                                 

                                                                             ------------ ---------                         
                                                                                    43.50      0.00                                 

                                                                             ============ =========                                 

TOTAL                                                                               43.50      0.00    
Appendix B – Report Samples
Pre-Settlement Report

12:00:32 01-27-05   P E N D I N G   S E T T L E M E N T S    Page:   1

TERM.ID. TRANSACTION REF.NUM. RELEASE NUM EXT_CUST AUTH AMT CRED CC.EXT

TSH01    PURCHASE    00000737 01AA7810001 BRIANCO     40.10 VI     1881

TSH01    PURCHASE    00000738 01AA7996001 N00211      48.35        6855

TSH01    PURCHASE    00000739 01AA8009777 N00211     131.34        6855

         ***********                               --------

         PURCHASE                                    219.79

********                                           --------

TSH01                                                219.79

                                                   ========

TOTAL                                                219.79
3 records listed

Appendix B – Report Samples
Vision Settlement Report

01/27/05   13:18:55     Settled Credit Card Transactions         Page    1

                                 Terminal ID TSH01

   Ref Num    Release    Ext Cust     Type     CC Ext    Amount    Auth #

---------  -----------  --------  ----------  ------  ----------  ------

 00000738  01AA7996001  N00211    PURCHASE      6855       48.35  HOSTOK

 00000739  01AA8009777  N00211    PURCHASE      6855      131.34  HOSTOK

 00000737  01AA7810001  BRIANCO   PURCHASE      1881       40.10  HOSTOK

Summary for Terminal ID:  TSH01

Card Type   Sales   Sales $    Credits  Credits $    Net     Net $

----------  -----  ----------  -------  ----------  -----  ----------

MasterCard      2      179.69                           2      179.69

VISA            1       40.10                           1       40.10

----------  -----  ----------  -------  ----------  -----  ----------

TOTAL           3      219.79                           3      219.79

Total Summary for All Terminal IDs

Card Type   Sales   Sales $    Credits  Credits $    Net     Net $

----------  -----  ----------  -------  ----------  -----  ----------

MasterCard      2      179.69                           2      179.69

VISA            1       40.10                           1       40.10

----------  -----  ----------  -------  ----------  -----  ----------

TOTAL           3      219.79        0        0.00      3      219.79

Appendix B – Report Samples
Cancelled Authorizations Report

13:15:30 03-24-05 C A N C E L L E D  A U T H O R I Z A T I O N S  Page:   1                                                         

CRED RELEASE NUM STAT AUTH DESC................ EXT_CUST INVOICE KEY AUTH AMT                                                       

AX   01AA6459001 X    CANCELLED CC TRANSACTION  LYNN768  INV01IN2905     3.15                                                       

****                                                                 --------                                                       

AX                                                                       3.15                                                       

VI   01AA0899001 X    CANCELLED CC TRANSACTION  1000     INV01AA0275    53.11                                                       

VI   01AA0900001 X    CANCELLED CC TRANSACTION  1000     INV01AA0277    53.11                                                       

VI   01AA0901001 X    CANCELLED CC TRANSACTION  1000     INV01AA0279    53.11                                                       

VI   01AA1399001 X    CANCELLED CC TRANSACTION  WALT     INV01AA0554    40.54                                                       

VI   01AA3924001 X    CANCELLED CC TRANSACTION  W123456  INV01IN4420     1.09                                                       

VI   01AA4131001 X    CANCELLED CC TRANSACTION  CINDY    INV01IN2626    12.94                                                       

VI   01AA6460001 X    CANCELLED CC TRANSACTION  006584   INV01IN2906     1.00                                                       

****                                                                 -------- 
VI                                                                     214.90                                                       

                                                                     ========                                                       

TOTAL                                                                  218.05                                                       

8 records listed                                                                               
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